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1. Oversikt

Fran och med den 1 mars 2026 kommer Microsoft att borja stanga av Basic
Authentication for SMTP till deras Exchange Online Cloud Services, med fullstandig
avveckling senast den 30 april 2026.

Nedstangningen av Microsofts Basic Authentication ar en del av Microsofts arbete
med att kontinuerligt forbattra sakerheten for anvandare genom att inaktivera aldre
och mindre sakra autentiseringsmetoder for sina molntjanster.

Basic Authentication ersitts av Modern Authentication (baserad pa OAuth 2.0). For
mer information, sok efter Deprecation of Basic Authentication in Exchange Online.

Som svar pa denna forandring har Toshiba tagit fram en funktion, Cloud
Authentication for Email, pa Toshiba e-BRIDGE Next (eBN-enheter). Funktionen ger
inbyggt stod for Modern Authentication, vilket gor det mojligt for anvandare att
fortsatta skicka e-post via Microsoft Exchange Online-konton.
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1.1 Tabell gallande maskinens mjukvara

Minimikravet for maskinens mjukvara finner ni i tabellen samt om Cloud
Authentication for Email stods.

EBN Series Model Version
eBN | e-STUDIOxx00AC (t ex e-STUDIO2000AC)

e-STUDIOxx05AC (t ex e-STUDIO2505AC) Not Supported **
eBN I e-STUDIOxx10AC (t ex e-STUDIO2010AC)

e-STUDIOxx15AC (t ex e-STUDIO2515AC) 2106 ***

e-STUDIOxx16AC (t ex e-STUDIO6516AC)

eBN Il e-STUDIOxx21AC (t ex e-STUDIO2021AC) 1801 ***
e-STUDIOxx25AC (t ex e-STUDIO2525AC)
e-STUDIOxx27AC (t ex e-STUDIOT7527AC)

Notera: De tva forsta tecknen i varje modellnummer (t.ex. XX) ar inte relevanta for
identifieringsandamal, utan avser hastigheten fér modellserien.

** Om din enhet inte stods rekommenderar vi att du kontaktar din IT-leverantor for att undersoka
tillgangliga alternativ for din natverksmiljo och skanningsmajlighet.

*** Kontakta din aterforsaljare for din skrivare om din mjukvara ar lagre an angiven niva som kravs.

1.2 Vad kan jag gora?

Du kan anvanda den har guiden for att aktivera molnautentisering for e-post for de Toshiba-
enheter som stods i de fall dar Microsoft Modern Authentication anvands som SMTP-klient.
Alternativt kan du kontakta din IT-support for att gora dessa andringar om du kanner dig osaker.

Momenten som beskrivs i den har guiden hjalper dig att konfigurera féljande:

e Microsoft 365-installningar
e SMTP-klientinstallningar

1.3 Information som kravs for att slutfora denna installation

A. Du behover ditt administratorslosenord for din skrivare, standard ar 123456
B. Microsoft 0365-konto for att skicka e-post fran skrivaren
C. IP-adress till din Toshibaskrivare
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2. Microsoft 365 Setup

For att kunna anvanda Modern Authentication for ditt Microsoft-konto maste det vara aktiverat pa
ditt Microsoft 365-konto. Den har installningen ar aktiverad som standard, men du kan f6lja stegen
nedan for att bekrafta dina installningar.

2.1 Installning for Modern Authentication

1. Logga in pa ditt Microsoft 365-administrationscenter med ett administratérskonto
2.Valj Installningar, Organisationsinstallningar, Modern autentisering

3. Bekrafta att Turn on modern authentication for Outlook 2013 for Windows and later ar
ibockat enligt nedan.

Modern authentication

Modern authentication in Exchange Online provides you a variety of ways to increase
security in your organization with features like conditional access and multi-factor
authentication (MFA). When you turn on modern authentication, Outlook 2013 for
Windows or later will require it to sign in to Exchange Online mailboxes.

Basic authentication is the less secure method used by older client applications.
Microsoft recommends that you tur off basic authentication for your organization.
You can either enable security defaults in the Azure portal to turn off basic
authentication for all protocols, or use the controls below to turn it off for specific
protocols.

Learn more about basic authentication

Learn more about modern authentication

Turn on modern authentication for Outlook 2013 for Windows and later
(recommended)

(@ Before you tum off basic authentication for pr
Azure portal to make sure people in your org:

r Sign-in reports in the

Authenticated SMTP
Used by POP and IMAP clients to send email messages.

3. Installningar for Skanna till e-post (e-Mail SMTP Setup)

For att anvanda Microsoft 365 med Modern Authentication gallande skanning anvands
funktionen Cloud Authentication for e-Mail pa Toshibas skrivare.
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3.1 Konfigurera SMTP-klienten och Cloud Authentication for Email-appen

1. Tareda pa skrivarens IP-adress

A.

mo O w

Notera:

Fran kontrollpanelen véljer du Anvandarfunktioner

Ange administratorslosenordet for att fortsatta, standard ar 123456

Valj Natverk

Vilj IPV4

Under IP-adressen finns den adress du behover skriva in i din webblasare

Kontakta er IT-administrator om standardlosenordet har andrats.

2. Oppna en webblasare och skriv "http://x.x.x.x/” (x.x.x.x r skrivarens IP-adress) i webblasarens
adressfalt. Tryck Enter

( http://10.180.214.105/|

3. Beroende pa modell ser det ut enligt nagon av bilderna nedan, klicka pa login

Ange anvandarnamnet: Admin

Losenord: 123456 (ar standard om ingen har @ndrats)

Device e

Page Memory Sze some

Ouawee | Soe | Thickoess | Atbute | Coacky | Lovel
vt (M P s 550l

Davez [ (Pam Nenw sl

duwibuea | Capacky [ Lovel
o[ [l
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4. Ga till Administration, Application, Application List och klicka pa Cloud Authentication for
Email.

Application List

Install

B————
Instaliing or using application(s) constitutes your acceptance of terms and conditions. If you do not and conditions, 3y use application(s). and you must prompt Te for each application
E Registration — _ _ _ . _ _
Application Name Version Manual Operation Start Type Uninstall Licanse Special Function Detais

v
BEA Counter v
n- System Application
Appicaion ame Version Rollack Deteis
lanagem
E:E) | Remote Commang 1016 Roback
n on A -
=0 Administration (B |smmere e Rolback
Selup. > Smpie Sean 1024 Rollback Detsils.
curity >
10713 Rollback
Maintena
tion
-AirPrint
‘ -Application >

TopAccess efiling

Logout
Davice: Job Status Logs. Regatraton ‘Counter User Management Administraton
Jrs—
atio
| ERTEIRETINER] | s | wsor Exent tomaion
Embedded Application
Instaling o using @ condiions. Ifyou do not a0 consBons, you My ot instal of Use AppiCABON(E), and
[ I Vomon | Wemmoymstor | St Tipe =] [ e | Speciirumion = |
verson. Roiback Oetasts
10in Rollback [ Detaits |
1o Rollback. [ Detalls |

5.Vid Account Name, skriv in Email-kontot som dven ska anvandas senare i SMTP Client. Bocka i
Send Email och klicka pa Account registration.

Device

Cloud Authentication for Email
B Job status

Account settings

*Cloud service Microsoft Exchange Online v/

*Account name Smip@toshibatec so
B Registration v “Pigase enter 3 value Ihal matches the Account name of the POPY/SMTP Client seftng.

) Receive Email
Account registration
er
Email send Email
Administration
e-Filing
Logout
Cawrter UserMansgemsnt
‘Application
Application
|
Cloud Authentication for Email
Account setings
*Gloud senvice Micrasoft Exchange Online v/
“Account name | [smip@loshibatec se
Piease enfer  value ol malches the Account name of e POPSISMTP Client seking
Accountname | Pemmission to receive Email| Permission to send Email | Cloud service
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6. Microsoft Login 6ppnas, logga in med kontot som anvands for skrivaren.

B Microsoft
Sign in

smtp@toshibatecse

Can't access your account?

e

€ Sign-in options

BY Microsoft
& lars persson@toshiba2.se
Enter password

Forgat my password

Notera: Se till att du loggar in med det konto som angavs i TopAccess och inte med ditt eget

Microsoft-konto.

7. Las igenom villkoren pa skarmen for atkomstbehorigheter och valj Consent on behalf of your

organisation

B® Microsoft
example@mydomain.onmicrosoft.com

Permissions requested

Cloud Authentication for Email
' TOSHIBA TEC CORPORATION &

This app would like to:

v/ View users' basic profile

\v/ Readand v 55 10 mailboxes wia POP,

Consent on behaif of your organisation

your data d in
Statement The publisher
for you to review.

v/ Maintain access to data you have given it access to

255 to the specified resources for
one eise will be prompted to
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8. En bekraftelsevy visas med texten, Access was approved. Please continue the MFP panel.

&

Access was approved. Please continue on the MFP panel

9. Ga tillbaka till fonstret Cloud Authentication for Email i TopAccess och bekrafta att Microsoft
365-kontot har registrerats for att skicka e-post.

Device o .
: Cloud Authentication for Email
i QY
Account settings
“Cloud service
*Accountname [
E Registration “Plases dnlir
) Receive Emai
0882 Counter ‘Send Email
208 User o
=" Management i il Permission i Cloud service
1 | smtp@toshibatec.se Disable Enable Microsoft Exchange Online
«© Administration A
Filing
Logout
Device Job Status Logs Registration Counter User Management
‘Apphication
Cloud Authentication for Email
Account setings
*Cloud senice
“ACeount name ‘
“Plaase enfer a value that g
) Recawe Email
Send Email
gistration
send Email Cloud service
) | smip@toshibatec s Disable Enoble Wicrosoft Exchange Online.
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10. Ga till Administration, Setup, Network, SMTP Client och skriv in féljande. Klicka sedan pa
Assignment enligt bilderna nedan beroende pa er maskinmodell.

Enable SMTP Client - Enables

Enable SSL / TLS - Accept all Certificates without CA

SSL/TLS - STARTTLS

SMTP Server Address — smtp.office365.com

Authentication - Application

Login Names - Ange det Microsoft 365-konto som ska anvandas for att skicka e-post
Password - Lamna blankt

Port - 587

SSLTLS Setings
B o v Enable SMTP Chent
sue Enavle SSLATLS
navie
B Registration ~ HITE
wsp ssums
SUTP Server
n SMTP Server Address
0822 Counter ~ TP Server
- e
MITP Clent

=0 Administration A

Network - SMTP Client \E’
e Cumneton et

POP Bafora SWTP

Authentication Application

Authentication

LoginNeme
Bonjow Password
Seling §
e Measimum Email/ nfemetFax $ize(2-100)
SLP Port Numbar
S SMTP Client Conanection Timaout(1-180)
rint
XX
~Appi ;
i > VNG Settng
Job Status. Logs. Registration. Counter User Management Administranon
Copier| Saveasfie | Emal | IntematFa | Prnterie-fiing | Prnter | PrintServie | 1CC Profie | PrntData Converter | MEP Colboration | EWR | ODCA | Version
Basic Setling SMTP Client
Elteting
[save || Cancel
su8
HITE Connection Test [ Execute
w
S Enable SMTP Clent Enable v
EIP Serve e UL dad]

Enable SSLTLS [Accept all certificates without CA___ v
ssutLs STARTILS v,
SMTP: 5.
POP Before SMTP
Authentication °® inistrati & oogle Chrome - o x
A Not secure  10.180.214.1
Login Name
Password Authentication Application
Maximum Email / IntemetFax Sze(2-100) [30 w8 —
Port Number 587 ancel
‘SMTP Client Connection Timeou(+-180) 30 |seconds
) T Name ]
[ mmm—— e |
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11. Klicka pa spara och testa anslutningen.

Network - SMTP Client

B Job st Basic Seting
Eiterng Connection Test
LTS Set
Bl [E—— e v
e = Enavle SSUTLS Aceepl 9 cetficales WINOUICA__
E Registration v
ssums SRTILS ~
{850 Counter v SMTP Sarver Address [smto ofice365.com
POP Bator SUTP
H Authenication Appication v
EE
POP3 Ciien! Cloud Autherfcalion for Emad
£1P Ctent
Login Nae smipgtozhivatec sz
Bosious Password
Mobie ScaNGSCL) Selg
s ! - e
e Mamum Ema f InfemeF ax S2e(2-100)
SLP Port Numbar
Sislog Set
Sl el ST Clan Caansctin T (1-150) e
EXISPX
~Application .
“License YN Setting

eFiling
Logout

Enatis SUTP Clent [Enable ¥
saums SRrms ]
POP Before SUTP Disable v
Authenicalion [Applicaon +]|
Cloud Authenticaton for Emal
LoginName smip@toshibatec s
P Fassword
sLe Maximum Emall/ ntametFax Size(2-100) 30 e
um Porthumter
Shsloo Sening SWITP Clent Connection Timeoul(-180) (30 |seconds

12. Ga till Administration, Setup, Email for att skriva in e-postadressen for kontot som anvands.

vernirs ERS TN @ 3 @

Email

Email Sefting
Network Setting

SITF Crent Setings

POPS Chent Settings
B Registration v
General Satting

020 Counter > g ]
e = '
= N

e.Filing

Logout

ax | Prinferle-Filng. | Printer | Print Service | 1GC Profie | Print Data Converter | MFP Colaboration | EWS | ODCA | Version

[ setings
POP3 Cllent [Setings |

From Address [ =

Fiom Name [PRN-0T
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13. Nar ovanstaende steg har slutforts, testa funktionen Skanna till e-post pa din enhet och se till
att e-postmeddelandena levereras. Du kan ocksa kontrollera enhetens loggar via TopAccess
genom att klicka pa Loggar, Visa loggar, Skanna loggar.
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