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1. Oversikt

Fran och med den 1 mars 2026 kommer Microsoft att borja stanga av Basic
Authentication for SMTP till deras Exchange Online Cloud Services, med fullstandig
avveckling senast den 30 april 2026.

Nedstangningen av Microsofts Basic Authentication ar en del av Microsofts arbete
med att kontinuerligt forbattra sakerheten for anvandare genom att inaktivera aldre
och mindre sakra autentiseringsmetoder for sina molntjanster.

Basic Authentication ersitts av Modern Authentication (baserad pa OAuth 2.0). For
mer information, sok efter Deprecation of Basic Authentication in Exchange Online.

Som svar pa denna forandring har Toshiba introducerat OAuth 2.0 for e-post for Toshiba A4-
skrivare. Den har nya funktionen ger inbyggt stod for Modern Authentication till Toshibas A4-
produkter, vilket gor att anvandare kan fortsatta anvanda skanning till e-post med sina Microsoft
Exchange Online-konton.
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1.1 Tabell gallande maskinens mjukvara

Minimikravet for maskinens mjukvara samt vilka modeller som stéds gallande
Modern Authentication.

Toshiba Model Version
Toshibas A4- « e-STUDIO408S/448S/478S
enheter « e-STUDIO409S Firmware release
« e-STUDIO409AS 240.246 & 230.441 *

» e-STUDIO449S/479S

+ e-STUDIO389CS/479CS
+ e-STUDIO509CS
+e-STUDIO338CS

+ e-STUDIO388CS

+ e-STUDIO339CS

» e-STUDIO409CS

Model Not Listed Not Supported **

* Om din enhet inte stods rekommenderar vi att du kontaktar din IT-leverantor for att undersoka
tillgangliga alternativ for din natverksmiljé och skanningsmojlighet.

** Kontakta din aterforsaljare for din skrivare om din mjukvara ar lagre an angiven niva som kravs.

1.2 Vad behover goras?

Du kan anvanda den har guiden for att aktivera OAuth 2.0 for e-post for Toshiba-enheter som stéds
och anvanda Microsoft Modern Authentication for SMTP. Alternativt kan du kontakta din IT-
support for att gora dessa andringar om du kanner dig osaker.

Momenten som beskrivs i den har guiden hjalper dig att konfigurera féljande:

e Microsoft 365-installningar
e SMTP-klientinstallningar
1.3 Information som kravs for att slutfora denna installation

A. Du behover ditt administratorlosenord for din skrivare
B. Microsoft 0365-konto for att skicka e-post fran skrivaren
C. IP-adress till din Toshibaskrivare
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2. Microsoft 365 Setup

For att kunna anvanda Modern Authentication for ditt Microsoft-konto maste det vara aktiverat pa
ditt Microsoft 365-konto. Den har installningen ar aktiverad som standard, men du kan f6lja stegen
nedan for att bekrafta dina installningar.

2.1 Modern Authentication Setting

1. Logga in pa ditt Microsoft 365-administrationscenter med ett administratérskonto
2.Valj Installningar, Organisationsinstallningar, Modern autentisering

3. Bekrafta att Turn on modern authentication for Outlook 2013 for Windows and later ar
ibockat enligt nedan.

Modern authentication

Modern authentication in Exchange Online provides you a variety of ways to increase
security in your organization with features like conditional access and multi-factor
authentication (MFA). When you turn on modern authentication, Outlook 2013 for
Windows or later will require it to sign in to Exchange Online mailboxes.

Basic authentication is the less secure method used by older client applications.
Microsoft recommends that you tur off basic authentication for your organization.
You can either enable security defaults in the Azure portal to turn off basic
authentication for all protocols, or use the controls below to turn it off for specific
protocols.

Learn more about basic authentication

Learn more about modern authentication

Turn on modern authentication for Outlook 2013 for Windows and later
(recommended)

(@ Before you tum off basic authentication for pr
Azure portal to make sure people in your org:

r Sign-in reports in the

Authenticated SMTP
Used by POP and IMAP clients to send email messages.

3. Konfiguration gallande OAuth 2.0-autentisering

For att skicka e-post fran en skrivare via Microsoft 365 med Modern Authentication behover
SMTP-klienten konfigureras for att anvanda OAuth 2.0 som autentiseringsmetod.
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3.1 Konfigurera SMTP-klienten

1. For att se sin IP-adress pa skrivaren

A. Tryck pd natverkssymbolen langst upp till vanster, dd kommer IP-adressen att visas langst
ned till vanster.

A |1l status/supplies (=] Job queue
Ak Remote control panel activated

Connected to TSC

2. Oppna en webblasare och skriv "http://x.x.x.x/” (x.x.x.x ar skrivarens IP-adress) i webbldsarens
adressfalt. Tryck Enter

& Mew Tab x +

] & hitpy 19216521197

3. Gattill Settings, Email, Set Up OAuth 2.0 for Email Server
4. Kontrollera att statusfaltet visar Registration required

5. Klicka pa Register

Set Up OAuth 2.0 for Email Server

Status

Registration required

Registration

Email Service Provider

N

To use OAuth 2.0 for Email Server, go to Email Setup

« In the Primary SMTP Gateway, use a supporied SMTP server
« [mthe Reply Address, enter the email address used during OAuth 2.0 registration
2

« [n the SMTP Server Authentication, select OAuth 2.0
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6. Folj instruktionerna som visas for att slutfora registreringen

a. Anvandaren kommer att bli ombedd att ange en alfanumerisk kod fran leverantoren.
Denna kod upphor att galla inom 15 minuter. Om mer an 15 minuter har gatt och koden
annu inte har anvants har koden gatt ut och en ny kod maste genereras.

Set Up OAuth 2.0 for Emadl Server

Status

Registenng

Registration

Emall Service Proviger

ang enbar the code Dalow

Note' Ths cooe sl eogare i 15 minules

NR833F8RF

To use DAuth 2 0 for Emal Server, go to Emall Setup
» In the Primary SMTP Galeway, use 8 supported SMTP server
« In e Reply Addgress, anter he emal address used during OAuth 2 0 registration

= In the SMTP Server Authentication, select OAuth 20

BE Microsoft

Enter code to allow access

Once you enter the code displayed on your app or
dewvice, 1t will have access to your account.

Do not enter codes from sources you don't trust.
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b. Loggain med en behorig anvandare for Exchange Online och bekrafta tilldelningen av
rattigheter. Lds igenom villkoren p& skidrmen Atkomstbehérigheter och klicka i Consent on
behalf of your organisation.

a5 Microsoft

Permissions requested

Toshiba Embedded E-mail Client
TOSHIBA TEC CORPORATION £

This app would like to:
s Access to sending emails from your mailbos.
" Maintain access 1o data you have given it access to

" Wiew your basic prclflle

Consent on behalf of your organization I

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
far you to review. You can change these permssions st hitpay/
myapps.microsoft.oom.

Important: Only accept if you trust the publisher and if you
downloaded this app from a store or website you trust, Microsoft
s not involved in icensing this app to you.

Does thes app look suspioous? Report it here

Cancel Accept

7. Kontrollera att statusfaltet visar Registered.

Set Up OAuth 2.0 for Email Server

Status
Regisiered

7|Sida Toshibas A4-produkter. Guide for SMTP OAuth 2.0



TOSHIBA

3.2 Konfigurera OAuth 2.0-e-postserverautentisering

1. Settill att du har registrerat enheten enligt foregdende steg.
2. Ga till skrivarens webbserver (EWS) enligt 3.1.2 och ga till Settings > Email > Email Setup

3. Stallin foljande:

Email
Email Setup
Primary SMTP Gateway  (smtp.office365.com ] Required.
Primary SMTP Gateway 587 Range: 1-65535. Default = 25.
Port —
Secondary SMTP Gateway [ ]
Secondary SMTP Gateway (587 Range: 1-65535. Default = 25.
Port —_—
SMTP Timeout 30 Range: 5-30 seconds
Reply Address [smtp@toshiba2 se )
Always use SMTP default q
Reply Address
Use S5L/TLS Negotia‘te £y
Require Trusted Certificate [
SMTP Server [OAU‘[h 20 v For OAuth 2.0, go to Set Up
Authentication CAuth 2.0 to complete
registration.
Device-Initiated Email [Use Device SMTP Credentials v] Required for sending email alerts
and forwarding faxes.
User-Initiated Email (Use Device SMTP Credentials v|
Use Active Directory Device [
Credentials
Device Userid [ ]
Device Password [ @)]
Kerberos 5 Realm Required for some Authentication
l Types.
4
NTLM Domain [ ] Required for NTLM

Authentication.
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4. Avregistrering

1. Gatill skrivarens webbsida enligt tidigare Settings, Email, Set Up OAuth 2.0 for Email
Server.

2. Klicka pa Deregister

Status

Registered

Registration

Email Service Provider

=

T usa Chéwith 200 for Emadl Server, go to Emall Setup
= In the Pimary SMTP Gateway, use a suppostad SMTP servar

= Inthe Reply Address. anter the email addrass used during CAuth 2 0 registration

« In the SMTP Server Authentication, select Outh 2.0

3. Ett popup-fonster visas for att avregistrera e-postadressen som anvandes under OAuth 2.0.
Om du valjer Ja startas avregistreringsprocessen och om du véljer Nej behalls

e-postadressen registrerad.

This action revokes your authentication
Are you sure you want to deregister?
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